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Comparison of Defect-Detection

Approaches

Table 20-2 Defect-Detection Rates

Removal Step Lowest Rate Modal Rate Highest Rate
Informal design reviews 25% 35% 40%
Formal design inspections 45% 55% 65%
Informal code reviews 20% 25% 35%

[[ Formal code inspections 45% 60% 70% }]
Modeling or prototyping 35% 65% 80%
Personal desk-checking of code 20% 40% 609

[ Unit test 15% 30% 50% |
New function (component) test 20% 30% 35%
Integration test 25% 35% 40%
Regression test 15% 25% 30%
System test 25% 40% 55%
Low-volume beta test (<10 sites) 25% 35% 40%
High-volume beta test (>1,000 sites) 60% 75% 85%

Source: Adapted from Programming Productivity (Jones 1986a), “Software Defect-Removal Effi-
ciency” (Jones 1996), and "What We Have Learned About Fighting Defects” (Shull et al. 2002).




Cost of Finding Defects

Most studies have found that inspections are cheaper
than testing. A study at the Soft-ware Engineering

Laboratory found that code reading detected about 80
percent more faults per hour than testingpsiliand Selby 1987).

Another organization found that it cost sSix times as
much to detect design defects by using testing as by
using inspection$ckerman, Buchwald, andewski1989).

A later study at IBM found that only 3.5 staff hours were
needed to find each error when using code inspections,
whereas 1525 hours were needed to find each error
through testingaplan 1995).




What Results CanYou Expect from

Inspections?

Thecombinationof design and code inspections
usually removeg (085 percent or more of the
defects in a productones 1996).

Designers and coders learn to improve their
work through participating in inspections, and
Inspections increase productivity by about 20

perCent(Fagan 1976, Humphrey 1988ilband Graham 1993Viegers
2002).

On a project that uses inspections for design anc
code, the inspections will take up abol®15
percent of project budget and will typically
reduce overall project cost.




Best Results — Combine Approaches

The typical organization uses a telseavy
defect-removal approach and achieves only
about 85 percent defect- removal efficiency.
Leading organizations use a wider variety of
technigues and achieve defectmoval
efficiencies of 95 percent or high@bneso00).




Saving $150k: A real-world case

study

Before Code Review

Bugs Remaining

500 -
- 463
2
3
E 400 1 Bugs Remaining
< 321
£ 300
= Bugs Remaining
g 194
= 200 -
©
=
&
" 100 -
o
-
m

0
After After After
Development QA/Test Customer
($200/fix) ($1000/ix)

Cost of fixing bugs: $174k
+ Cost of 194 latent bugs: $194k
e

Total Cost:( $368k




Saving $150k: A real-world case

study
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Robert C. Martin Series

| Purpose:
Clean Code Is code up to quality

A Handbook of Agile Software Craftsmanship Stan d ardsf)
A forum to discuss
and learn from
everyone.

http://www.objectmentor.com/res
ources/publishedArticles.html

Foreword by James O. Coplien Robert C. Martin




Code Review Tools

Advantages of Code Review Tools
Track suggestions
Allow follow up on tasks
Aid in comparing before and after changes

‘Source Code repository integration
List of available tools:

Crucible
CodeCollaborato{smartbear.com)Good reading material

http://ostatic.com/blog/opensourcecodereviewtools
ReviewBoardm

Rietveld
Code Striker



Code Review Issues

Time Consuming

Belittling

Boring

Embarrassing

- AUAA O20AAAO 30,



Code Analysis (Automated Code Reviews)

FIndBugs
PMD
CheckStyle
Jdepend
Ckjm

Cpd
Javancss
Cobertura
Jxr- JXR Is a source cross reference
generator.
Javadoc



FindBugs

Based on the concept @iug patterns A bug patternis a code
idiom that is often an error.

Difficult language features

Misunderstood APl methods

Misunderstood invariants when code is modified during maintenance

Garden variety mistakes: typos, use of the wrdyapleanoperator
FindBugausesstatic analysiso inspect Javdytecodefor
occurrences of bug patterns.
Static analysis means th&tindBugscan find bugs by simply
Inspecting a program's code: executing the program is not
necessary.
FindBugsworks by analyzing Javaytecode(compiled class files),
SO you don't even need the program's source code to use it.
FindBugscan reportfalse warningsnot indicate real errorslin
practice, the rate of false warnings reported bjndBugss less

than 50%.



FindBugs Categories

Bad practice

Correctness

Dodgy

Experimental
Internationalization
Malicious code vulnerabillity
Multithreaded correctness
Performance

Security



FindBugs Report

FindBugs Bug Detector Report

The following document contains the results of FindBugs Report o
FindBugs Version is 1.3.8
Threshold is Low

Effort is Max

Summary

2296 1927 20 4

Files

COMmMm. i admin.Servlet, _AdminServlet 1
COMmMm. ~DisplayChart 1
com. -~ EXCELServlet 2
~OmMm. .MSRAction 2



FindBugs Detall

com. AdminServlet

com. admin.Servlet, AdminServiet is BAD_PRACTICE SE _NO_SERIALVERSIONID @@ 36- Low
Serializable; consider declaring a sernialVersionUID 74

com. .DisplayChart

com. .DisplayChart is Senalizable; consider BAD_PRACTICE SE_NO_SERIALVERSIONID > 38- Low
declaring a serialVersionUID 96

com. .EXCELServlet

HTTP parameter directly wntten to HTTP SECURITY HRS_REQUEST_PARAMETER_TO_HTTP_HEADER > 43 Medium
header output in

com. .EXCELServlet.doService

(HttpServiletRequest, HttpServietResponse)

com. = .EXCELServlet is BAD_PRACTICE SE_NO_SERIALVERSIONID & 18- Low
Serializable; consider declaring a 64

serialvVersionUID



PMD scans Java source code and looks for
potential problems like:
Possible bugsempty try/catch/finally/switch
statements
Dead code unused local variables, parameters
and private methods
Suboptimal code wasteful StringGtringBuffer
usage
Overcomplicated expressionsinnecessary Iif
statements, for loops that could be while loops
Duplicate code copied/pasted code means
copied/pasted bugs



PMD RuleSets

Android RulesThese rules deal with the Android SDK.

Basic JSF ruleRules concerning basic JSF guidelines.

Basic JSP ruleRules concerning basic JSP guidelines.

Basic RulesThe Basi®kulesetcontains a collection of good practices which everyone should follow.

Braces RulesThe BraceRulesetcontains a collection of braces rules.

Clone Implementation Ruledhe Clone Implementatiorulesetcontains a collection of rules that find questionable usages of
the clone() method.

Code Size RuleThe Code SizRulesetcontains a collection of rules that find code size related problems.
Controversial RulesThe ControversidRulesetcontains rules that, for whatever reason, are considered controversial.
Coupling RulesThese are rules which find instances of high or inappropriate coupling between objects and packages.
Design RulesThe DesigiRulesetcontains a collection of rules that find questionable designs.

Import Statement RulesThese rules deal with different problems that can occur with a class' import statements.
J2EE RulesThese are rules for J2EE

JavaBearRules The JavaBearRulesetcatches instances of bean rules not being followed.

JUnitRules These rules deal with different problems that can occur \ditimittests.

Jakarta Commons Logging Rutdsoggingrulesetcontains a collection of rules that find questionable usages.

Java Logging RuleThe Java Loggingilesetcontains a collection of rules that find questionable usages of the logger.
Migration RulesContains rules about migrating from one JDK version to another.

Migration15 Contains rules for migrating to JDK 1.5

NamingRules The Namindrulesetcontains a collection of rules about name®o long, too short, and so forth.
Optimization RulesThese rules deal with different optimizations that generally apply to performance best practices.
Strict Exception RulesThese rules provide some strict guidelines about throwing and catching exceptions.

String andStringBufferRules Problems that can occur with manipulation of the class Strin§tangBuffer.

Security Code GuidelineThese rules check the security guidelines from Sun.

Type Resolution RuleThese are rules which resolve java Class filesoimparisson as opposed to a String

Unused Code RuleThe Unused Codeulesetcontains a collection of rules that find unused code.




PMD Rule Example

PMD Basic Rules
EmptyCatchBlock Empty Catch Block finds instances where an
exception is caught, but nothing is done. In most circumstances, th
swallows an exception which should either be acted on or reportec
EmptylfStmt: Empty If Statement finds instances where a condition
IS checked but nothing is done about it.
EmptyWhileStmt Empty While Statement finds all instances where
a while statement does nothing. If it is a timing loop, then you
should usd hread.slee)) for it; if it's a while loop that does a lot In
the exit expression, rewrite it to make it clearer.
EmptyTryBlock Avoid empty try blocks what's the point?
dErr|1pty(lj:inaIIyBIockAvoid empty finally blocksthese can be

eleted.

EmptySwitchStatements Avoid empty switch statements.
JumbledincrementerAvoid jumbled loopncrementers- it's usually
a mistake, and it's confusing even if it's what's intended.
ForLoopShouIdBeWhlleLoopSome for loops can be simplified to
while loops- this makes them more concise.



Maven PMD Configuration

<project>

<reporting>
<plugins>
<plugin>
<groupld>org.apache.maven.pluginggroupldc>
<artifactld>mavenpmd-plugin</artifactld>
</plugin>
</plugins>
</reporting>

<”/.project>



PMD Configuration

<reporting>
<plugins>
<plugin>
<groupld>org.apache.maven.pluginsgroupld>
<artifactld>mavenpmad-plugin</artifactid>
<configuration>
<rulesets>
<ruleset/rulesetsbraces.xmi<tuleset
<ruleset/rulesetgnaming.xmli<fuleset
<rulesetdlrulesetdstrings.xml<fuleset

<rulesethttp://localhost/design.xmi</ruleset>
<frulesets>
</configuration>
</plugin>
</plugins>
</reporting>



PMD Example Report

PMD Results

The following document contains the results of PMD & 4.2.2,

Files

com/ /OrgTierBean.java

Avoid empty catch blocks 251 - 253
com/ /PrntSummBean.java

Avoid unused private fields such as 'orgCol'. 30



CheckStyle

Development tool to help programmers write
Java code that adheres to a coding standard. It
automates the process of checking Java code to
spat(re humans of this boring (but important)
task.

Highly configurable and can be made to support
almost any coding standard. An example
configuration file is supplied supporting th&in
Code ConventionsOther sample configuration
files are supplied for other well known
conventions.



http://java.sun.com/docs/codeconv/
http://java.sun.com/docs/codeconv/

CheckStyle Example

14 0 123 12

Files

org/apache/maven/ plugin/checkstyle/CheckstyleExecutor.java

Unused @param tag for '{ @link'. 33

Expected @param tag for 'request’.

[ ]
(K]

Expected @throws tag for 'CheckstyleExecutorException’.

ECEE

Expected @throws tag for 'CheckstyleException’.



Dead Code Detector

! Dead Code Detector, Copyright 2008 by Emeric Vernat - |EI |ﬂ

Add a directory (or list of directories, or jar or war files) containing classes to analyze
then choose the type(s) of dead code to detect and click the launch button.

Directary (or jar, war file) | T | Size (KB) | c,” Add a dasses directory...

£ Add a jar or war file...

& Remowve

Dead code types : v public & protected 2 v package-private &private [ local [ init & Advanced

[= Detect dead code




Miscellaneous Tools

CKJM- ChidamberandKemererJava Metrics
Cobertura & EMMAZ Test Code Coverage
JavaNCSS A Source Measurement Suite
JDependz Package Dependencies; Efferent

Couplings ((Se) (number of other packages that the classes in the
package depend upon)

PMD-CPD- Copy/Paste Detector (CPD)
Java2HTML- Source Code turned into a
colorized and browseable HTML
representation.



Structure Tools

Struturel01-- For understanding, analyzing,

measuring and controlling the quality of your

Software Architecture as it evolves over time.

SotoardSotograph? Architecture and

guality indepth analysis and monitoring for

Java,

http://en.wikipedia.org/wiki/List_of tools_for
static_code_analysis



http://en.wikipedia.org/wiki/Sotoarc
http://en.wikipedia.org/wiki/Sotoarc
http://en.wikipedia.org/wiki/Sotoarc
http://en.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
http://en.wikipedia.org/wiki/List_of_tools_for_static_code_analysis

XRadar

XRadais an open extensible code report tool
currently supporting all Java based systems.
The batchprocessing framework produces
ITML/SVG reports of the systems current
state and the development over timaall
presented in sexy tables and graphs.

It gets results from several brilliant open
source projects and a couple of iIn house grov
projects and presents the results as massive
unified htmi/svgreports.




<reporting>
<plugins>
<plugin>
<groupld>net.sf.xradak/groupld>
<artifactld>mavenxradar
plugin</artifactld>
<version>1.2.2</version>
</plugin>
</plugins>
</reporting>



